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1. Policy Information

Name Authentication-based signature creation policy for MitID
Document Number DKB-SP-02282022-2 v1.0

Policy OID 1.3.6.1.4.1.54720.2.4.1

Policy Owner Dokobit, UAB

Version 1.0

Publish date 2022-02-28
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2. Revisions

Date Specification version Change

2022-02-15 1.0 Initial version


https://www.dokobit.com/compliance

: Authentication-based signature creation policy for MitID
Dokobit 9 policy
Part of Signicat

3. Introduction

This signature policy defines requirements for authentication-based signatures using MitID as authentication
mechanism. Authentication-based signatures are Advanced Electronic Signatures as per eIDAS regulation

and are uniquely linked to signer by including required evidences to prove signing action by specified signer.
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4. Terms And Acronyms

Term

IdP

Seal

Signing ceremony

TSP
Evidences
PAdES

RFC-3161

elDAS

Authentication-based signature creation policy for MitID

Explanation

Identity provider.

This is the Trust Service Provider's signature on the
signed document. It is commonly referred to as the Seal.

A sequence of activities like presenting the document,
asking for the signers consent and the signing itself. The
signing ceremony shall be conducted in a way that it
afterwards is clear that the signer has willingly signed
the document.

Trust Service Provider - the entity implementing this
policy by packaging the signature.

Collected evidences from Signing ceremony that are
added as an additional metadata in PDF document.

ETSI TS 103 172 V2.2.2 (2013-04) Electronic Signatures
and Infrastructures (ESI); PAdES Baseline Profile.

IETF RFC 3161: "Internet X.509 Public Key Infrastructure
Time Stamp Protocol (TSP)".

Regulation (EU) No 910/2014 of the European
Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic
transactions in the internal market and repealing
Directive 1999/93/EC.
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5. Versioning And Backwards Compatibility
Signature policy version numbers consist of a major and a minor number, denoting major and minor
versions.

A change of minor version is always backward compatible, and the new policy may be brought into effect

without notifying relying parties.

A change of major version may introduce non-backward compatible changes.
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6. About Signature Policies

The purpose of a signature policy is to specify requirements for the signing process including requirements

for signature creation and verification process.

The primary users of this policy will be users using authentication-based signatures (relying parties). The
policy will help relying parties to better understand the information contained in an authentication-based

signature, and on what basis it can be trusted and used.
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7. Scope And Structure

This signature policy defines requirements for creating and validating signature based on an arbitrary

method of signer authentication.
The normative parts of the policy are:
General process requirement defines high-level requirements for the overall signing process.

1. Signature creation requirements defines requirements for the format used for the signature

2. Validation requirements defines the validation of authentication-based signature.
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8. Signature Creation Requirements

Authentication-based signatures work in the following way:

1. A Trust Service Provider (TSP) arranges a signing ceremony: It presents the documents to be signed

and collects the user’s explicit consent/intention to sign the documents.

The TSP collects traces and context in audit logs.

o > w0

Qualified Certificate.

6. The sealed PDF results as a document with user’s signature.

8.1 Evidence Structure

The following information must be collected from Signing Ceremony:

Element/Attribute Description Example

Global

5e00fb8febc7d2
532fce637ca560
79baaddc6780

Unique signature identifier in

Signingldentifi
'gningidentitier Dokobit system

Signing time in 1ISO 8601 full date 2022-01-14T11:2

SigningTime
gning i and time format 3:27+02:00
. Policy ID that was used for creating ~ 1.3.6.1.4.1.5472
Policyld .
the signature 0.2.4.1
LiabilityTier Liability tier for created signature 1

Client Environment

The user authenticates using MitID. The TSP collects authentication proof.

The TSP adds collected evidence as a metadata in XML format to the original PDF document.

The TSP seals a PDF document with collected Evidences using TSP’s Advanced Electronic Seal with

Required

true

true

true

true
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UserAgent

Ip
Server Environment

Dns

Versionldentifier

Signer Details
Firstname

Lastname

Identifier

Code

CountryCode

BirthDate

Authentication-based signature creation policy for MitID

User agent string representing
client environment

Signer IP address

Server DNS address

Codebase version identifier

Signer firstname detected using
authentication mechanism

Signer lastname detected using
authentication mechanism

Unique signer identifier specifying
code type, issuing country and code

Signer code representing unique
person in authentication
mechanism scope

Country code specifying in which
country code was issued

Signer birthdate

Mozilla/5.0
(Macintosh; Intel
Mac 0S X
10_15_7)
AppleWebKit/
537.36 (KHTML,
like Gecko)
Chrome/
97.0.4692.71
Safari/537.36

127.0.0.1

202201131550-
d14c26a5e210a
227e24ae2f10d0
62653bc336fc3

Firstname

Lastname

PNODK-3010101
0101

30101010101

dk

1990-01-14

true

true

true

true

true

true

true

true

true

false

11
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User Actions

Name

TimeStamp
User Action Details

Method

Transactionld

Authentication-based signature creation policy for MitID

Action made by user. Possible
values: user-authentication,
document-view, document-sign

Action time in ISO 8601 full date
and time format

Method used for authentication.
Possible values: mitid.

Transaction identifier in
authentication system

user-
authentication

2022-01-14T11:2
3:27+02:00

mitid

7f22fd6a-3d46-4
d5a-
ae56-6de3c53eT
873

true

true

Required only for action
“user-authentication”

Required only for action
“user-authentication”

12
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Example of evidence structure:

<?xml version="1.0" encoding="utf-8"7?>
<DokobitAuthenticationBasedSignature xmlns="https://dokobit.com/authentication-based-
signatures" Version="1">
<SigningIdentifier>5e00fb8febc7d2532fce637ca56079baaddc6780</Signingldentifier>
<SigningTime>2022-01-14T11:23:27+02:00</SigningTime>
<PolicyId»1.3.6.1.4.1.54720.2.4.1</PolicyId>
<LiabilityTier>1</LiabilityTier>
<Environment>
<Client>
<UserAgent>Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/97.0.4692.71 Safari/537.36</UserAgent>
<Ip>127.0.0.1</Ip>
</Client>
<Server>
<Dns>app.dokobit.com</Dns>
<VersionIdentifier>202201131550-d1l4c26a5e210a227e24ae2f10d062653bc336fc3</
VersionIdentifier>
</Server>
</Environment>
<SignerDetails>
<Firstname>Firstname</Firstname>
<Lastname>Lastname</Lastname>
<Identifier>PNODK-30101010101</Identifier>
<Code>30101010101</Code>
<CountryCode>dk</CountryCode>
<BirthDate>1990-01-14</BirthDate>
</SignerDetails>
<UserActions>
<UserAction>
<Name>user-authentication</Name>
<TimeStamp>2022-01-14T11:23:27+02:00</TimeStamp>
<Data>
<Method>mitid</Method>
<TransactionId>7f22fd6a-3d46-4d5a-ae56-6de3c53e1873</TransactionId>
</Data>
</UserAction>
<UserAction>
<Name>document-view</Name>
<TimeStamp>2022-01-14T11:23:27+02:00</TimeStamp>
</UserAction>
<UserAction>
<Name>document-sign</Name>
<TimeStamp>2022-01-14T11:23:27+02:00</TimeStamp>
</UserAction>
</UserActions>
</DokobitAuthenticationBasedSignature>
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9. Signature Validation Requirements

Authenticaton-based signatures should be validated in the following way:

1. If a valid seal with any certificate that is specified in Appendix A is found in document, validation of
authentication-based signature should continue, otherwise signature does not meet requirements of
this policy.

2. Seal dictionary contains “Metadata” element which refers to Collected Evidences in PDF document.

3. Information that resides in Collected Evidences should be treated as a trusted information.

14


https://www.dokobit.com/compliance

: Authentication-based signature creation policy for MitID
Dokobit 9 policy
Part of Signicat

10. Limitation Of Liability

TSP assumes the liability only for the execution of the Signing ceremony and provides the services with two

different limitations:

+ Tier 1 (Basic Liability). This tier is for the documents that don’t exceed the value of EUR 100 as
Dokobit will be liable up to EUR 100 per signed document.

« Tier 2 (Advanced Liability). This tier is for the documents that don’t exceed the value of EUR 10 000 as
Dokobit will be liable up to EUR 10 000 per signed document.

15
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11. Appendix A (Normative): Certificates Used For E-Sealing

PDF Documents

The following certificates are used as a trust anchor for creation and validation of authentication-based

signatures using MitID.

1. “MitID Signature by Dokobit” Qualified Certificate for Seal is issued by Qualified Trust Service Provider
- SK ID Solutions - in accordance with SK ID Solutions Certification Practice Statement for KLASS3-SK
- SK-CPS-KLASS3-v8.0 which is available at hitps://www.sk ee/upload/files/SK-CPS-KLASS3-EN-
v8_0_20790815.pdf.

Certificate details:

Serial number 1BA30DF7241653746216 3AEEB8C96578
Valid from 2022-02-23T13:45:297
Valid to 2025-03-24T13:45:29Z

Subject information

Organization identifier NTRLT-301549834

Serial number 301549834

Location Vilnius

Country LT

Organization Dokobit, UAB

Common name MitID Signature by Dokobit

Issuer information

https://www.dokobit.com/compliance 16
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Organization identifier NTREE-10747013
Organizational unit Sertifitseerimisteenused
Organization AS Sertifitseerimiskeskus
Country EE
Common name KLASS3-SK 2016

https://www.dokobit.com/compliance 17
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11.1 Certificate in PEM format:

MIIGYzCCBEugAwIBAgIQG6MN9YQWU3R1iFjruuMlleDANBgkqhkiGOwOBAQsFADCB
hj ELMAKGA1UEBhMCRUUXIjAgBgNVBAOMGUFTIFNlcnRpZmlOc2VicmltaXNrZXNr
dXMXITAfBgNVBASMGFN1cnRpZmlOc2VlcmltaXNOZWVudXN1ZDEXMBUGALIUEYQwO
TLRSRUUtMTA3NDcwMTMxFzAVBgNVBAMMDKtMQVNTMy1TSyAyMDE2MB4XDTIyMDIy
MzEzNDUyOVoXDTI1MDMyNDEzNDUyOVowgZsxGDAWBgNVBGEMDO5SUUkxULTMwWMTUOG
OTgzNDESMBAGA1UEBRMIMzAXNTQ50DMOMRAwWDgYDVQQIDAdWaWxuaXVzMRAwWDgYD
VQQHDAdWaWxuaXVzMQswCQYDVQQGEwIMVDEVMBMGALUECEWMRGOrb2IpdCwgVUFC
MSMwIQYDVQQDDBpNaXRIRCBTaWduYXR1lcmUgYnkgRGIrb2JpdDCCASIwWDQYJIKoZI
hvcNAQEBBQADggEPADCCAQoCggEBAIpIHWNgx LmdyxCw/RIDIIBKY ztwzmO3APwE
zSw15h13qZ+s/YJaXBi9yNKoJ01V/m7pI4L4cuQDkKZBB36ypB4z7k9IY/1jRzKzxX
+WiYIMRRL/5SK81LrVEE4AGHDAVVS /p4TWQlyi9tnp6CA/XEVQwufUv8FGoyQAsK
qFh3DMHV1kxzmgTOPIdzCbBev47EVOQqYkiV2m30INQKEEITIuBYgelw9V6MAQEZzgw
eyU8eH2cQ5tZr0jkYESDR1fht4TjRzcUzbOV+1Cpe998fIApz+yDfcIc53bOR/Y
hSjLmMEV23s++mRYHMdFsSVH7NEE2WdP2rkjGpxDkK2E1dKIg+oUCAWEABaOCAbQw
ggGWMAKGA1UdEWQCMAAWUWYDVROgBEWWS j AwBgkrBgEEAC4 fBwMwIZAhBggrBgEF
BQcCARYVaHROcHM6LYy93d3cuc2suZWUvY3BzMAKGBwWQA i +xAAQEwCwY JKwYBBAHO
HwkBMB8GA1UdIwQYMBaAFK5eWPXy8tnBjtnvTgfbdcpQ4ocAMA4GA1UdDWEB /wQE
AwIGQDAdBgNVHQ4EFgQUIpgFH3xZFzJ1Qo71L3WOL+poZEEwewYIKwYBBQUHAQEE
bzBtMCgGCCsGAQUFBzABhhxodHRwOi8vYWlhLnNNrLmV1L2tsYXNzMy@yMDE2MEEG
CCsGAQUFBzAChjVodHRwczovL2Muc2suZWUvSOxBU1MzLVNLXzIwMTZfRUVDQ1ID
QVOTSEEzODQUZGVyLmNydDCBgAYIKwYBBQUHAQMEdADBYMAgGBgQAjkYBATATBEYE
AI5GAQYwWCQYHBACORgEGAjBRBgYEAI5SGAQUWRZzBFFj9odHRwczovL3NrLmV1L2Vu
L3J1cG9zaXRvenkvY29uZGlOaWoucy1lmb3ItdXNTLWIMLWNLcnRpZmljYXR1lcy8T
AkVOMAGGCSqGSIb3DQEBCWUAA4ICAQAkKgdFIWCekgMIwx8hu4PPuV752a2D099h
jn0J4pUR2Mx /ZrWeYMK7 /HRxJILDGHeppqm8PAL+VKe9KkWECTbgT15aGp+LT/1CMw
sNI53AuQf34I3VI1/xafXmHGT1lyFmzA9sOZGGN4BNFqWt2YrukvWI81+oVFHymM3
EeY6M7Dw80cqn8+3dFcXT8dvnRoxd5Sv610btGYYezH4MNZj1XCq2kbMVvBOKEUEOD
1hizzzNSFf3Yg0QaNGj9+oDUypez0cfdgucsGOvf2CWI72ro8PKVuvZj4Ic4Yfu2
tDvQl1lTVgL9gCjRomrRvcbm2ZYSh5QK+bxHxw2DDLQTWWGESEXw6a/mvuyZKYocU
CHpVZQVGMPmsFVJ+36T5Rks2WMA5aZEXMVGPOLtHHNTIXEQINVEZizfx49KK+GMJ
YsfQ9qaCZyMB/HAgGTyKj2DmX8FnWdg4hrFiQexNNSkurNjD/aT/dkEVeHREtuO4
xKQ5LObOwjk36707103NaEN39QtXMRKbHtBP60TIz/gEe+Adb]jSpjgycRAHErv1T
Y+Bcj6068+PhYeE1lwW808LWNEPNAJ1RcSznmb1+Th/FcQ30M1pX0DwvEWgwW9I9QZ
8gMbCKNEZ4pkWzEh4QdvwGISUiS1AXat/wHdjng8seoXMxymkG3i1tPKrB172e77
dPaqiRYjKQ==

18


https://www.dokobit.com/compliance

	Policy information
	Revisions
	Introduction
	Terms and acronyms
	Versioning and backwards compatibility
	About Signature Policies
	Scope and structure
	Signature creation requirements
	Evidence Structure

	Signature validation requirements
	Limitation of liability
	Appendix A (normative): Certificates used for e-sealing PDF documents
	Certificate in PEM format:


		Gintas Balčiūnas
	2022-02-28T16:56:20+0200
	Vilnius
	signature




